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electronic lock systems (page 14) and 
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STREAMLINED 
SECURITY

It wasn’t too long ago that metal keys ruled the world of 
the lodging industry. In 1983, battery-powered electron-
ic locks and personal computers emerged to provide an 
alternative—and soon, an industry was born. Electronic 

lock systems can now make the logistical maintenance and 
security of lodging facilities on military installations world-
wide a more streamlined and modern endeavor. 

No sooner did electronic locks make their debut in the 
market than technology took off and manufacturers intro-
duced technology that allowed electronic locks to randomly 
change their combinations each time a new authorized cre-
dential synched with the system. Today, 25 years later, elec-
tronic lock features can be far more complex, and housing 
and lodging managers may appreciate a cheat sheet of sorts 
that gives them the critical features electronic lock systems 
should have. 

Therefore, here are 10 features electronic lock systems for 
military housing and lodging facilities should have.

1. Total Keycard Control
A system should have software that records every authorized 
entry made by establishing passwords, and these passwords 
should be able to allow access to the program and its secu-
rity levels by username and ID numbers. This information is 
gathered for reports that are available for viewing, printing, or 
filing. All the data is automatically logged each time a system 

function is performed. This easy, total keycard control allows 
any lodging facility to operate with more efficiency.

2. Ease of Re-keying
The system should allow you to assign responsibility for every 
lock in the system each time a newly authorized credential is 
issued. Military lodging typically assigns controlled areas of 
responsibility. This is done by reviewing the various teams an 
organization has in place. 

For example, housing and lodging managers at a military 
facility usually will assign “residents” level-one through level-
four access so they can accommodate various sleeping assign-
ments. Levels five through eight become “master” levels for 
professionals working in housekeeping, maintenance, admin-
istration, security, and fire safety, etc. This feature really shines 
the first time a master credential is misplaced, lost, or stolen. 
The lodging manager can simply issue a new master credential 
and upon presentation to the assigned locks, the misplaced, 
lost, or stolen master credential will be deleted. 

3. Common Access Solution
The system should allow you to program electronic locks for 
common access areas. The common access feature allows the 
authorized user access to the specific common areas that he or 
she has permission to use. This normally includes laundry facili-
ties, recreation areas, and specific buildings or gates. Electronic 

No longer ruled by traditional keys, lodging facilities implement  
electronic lock systems to make security operations easier to manage. 

By Fred Crum

| F E A T U R E  | 
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locking systems can also be programmed to control the hours of 
the day that access is allowed to these common areas. 

4. CAC Card Access 
The newest feature every electronic lock must have is the ability 
to place the lock code directly onto the CAC card (the keycard) 
that provides new and available benefits. The first benefit is a 
drastic reduction in the number of lost keycards reported by 
the service member, which saves valuable staff time and the 
expense of the missing keycards. Because a service member’s 
profile is tied to the CAC card, unauthorized room usage sim-
ply disappears since the military member cannot loan his CAC 
card to someone when going TDY or taking personal leave.  

5. Audit Trail
The lock’s audit trail also is a significant feature to consider. 
For example, there are electronic locks available that can 
remember the last 5,900 entries, which are logged by date, 
time, and keycard holder. Common area locks that are used 
several hundred times a day require a longer audit trail, which 
can help answer security questions long before the day an 
infraction occurs.

6. Best Physical Security
Of course, electronic locks on military installations should 
provide the highest standard in physical security. Choose 

electronic locks that have been certified by the American 
National Standards Institute/Builders Hardware Manufacturers 
Association (ANSI/BHMA). ANSI/BHMA standards are the 
written descriptions and criteria that precisely define the 
appropriate operation, performance characteristics, physical 
properties, test values, usage parameters, safety criteria, etc., of 
specific types of builders’ hardware products.

		
7. No Wiring
In the past, electronic locking systems required electrical wir-
ing to each lock, adding huge costs to systems and rendering 
them virtually unaffordable. Today, electronic locks should use 
standard batteries that provide an average of two years between 
battery changes. Shrink-wrapped battery packs are preferred 
because they aren’t jarred loose if a door is slammed, and it’s 
easy to change the batteries, too. 

8. Mechanical Key Override and Interchangeable 
Core Cylinders
Some properties prefer to have the option of a mechanical key 
override on some or all of their electronic locks. This allows 
entry in the event of an electronic malfunction or when a 
battery pack wasn’t changed in a timely manner. Lodging 
managers should opt for electronic lock systems that can log 
mechanical key overrides into the audit trail. The mechanical 
key override feature also should include interchangeable core 
cylinders, as this feature allows for instant replacement in the 
event equipment is compromised.

9. Operating System With Windows Format
With the prevalence of the Windows platform, electronic lock-
ing systems should use this menu-driven format for fast and 
efficient operation. Small modifications can be made on-site 
instantly via Windows. Plus, the electronic locking system 
should be designed for easy and efficient staff training. 

10. Property Management System Interface
Electronic locking systems should interface with property 
management systems. When the two systems join together, a 
reduction in time and number of keystrokes required (before a 
CAC card can receive its code) become seamless. The electronic 
locking system will gather the information it requires from 
the information stored in the property management system, 
saving time and eliminating the chance of transposing room 
numbers.  

Electronic locking systems continue to evolve to address 
tomorrow’s challenges today. More highly sought-after fea-
tures will stay at the forefront of both design and functionality 
as manufacturers continue to produce quality products on the 
cutting edge of technology. n

Fred Crum is Director of Military Sales at SAFLOK in Madison 
Heights, MI. Reach him at 813/643-3344 or fred.crum@saflok.com. 
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| F E A T U R E  | 

Whether it’s a lodging facility or a military building that requires higher levels 
of security, several simple strategies can help building managers assess cur-
rent systems for needed upgrades as well as plan for future challenges. 

Here are 10 strategies that are generic enough to use as a checklist with 
almost any building or installation security system. And while some of these may not apply 
to every situation, going through the list is a somewhat simple exercise that can help make 
the building more secure in the future. 

1. Modify for a lockdown. Many facility managers want the expediency of locking 
down a building with the activation of one button. If a major city is hit with a dirty bomb, 
for example, a hospital must have the capability of locking down all access doors immedi-
ately to minimize interior contamination by panicked incoming infected victims. However, 
a mechanism to allow first responders is needed, such as Lock Exempt.

2. Prepare for disaster recovery. If the IT department’s server room fails, will the 
facility’s access control/security systems that are tied to it still operate? Unless there are 
accommodations for fault tolerance where the database server or building controllers roll 
over to an unattended alternate, which could and should be hundreds or thousands of 
miles away, the access control/security system is susceptible to disasters such as fire, earth-
quakes, hurricanes, and other disasters. 

3. Plan a five- and 10-year security mission. Surprisingly, many facilities don’t 
have a five- and 10-year plan, but the team in charge of security should have them. These 
plans should include needed system upgrades, which means also planning for budget and 
technical needs.    

4. Prepare to remain cutting edge tomorrow. Will a building’s current access 
control/security software easily accept tomorrow’s technology? For example, in the next five 

Ten strategies implemented today can help make buildings and 
installations more secure in the future. 

By Joe Hiett

SECURITY 
CHECKLIST
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years facial recognition could become a standard. Beyond that, video analytics will 
determine someday whether an assault is actually taking place simply by detecting 
body motion through a set of algorithms. 

5. Use subtle barriers to protect areas. How a security or receptionist 
area is viewed by perpetrators can thwart breaching attempts. For example, an ele-
vated receptionist desk area with high-profile counters, commonly used in bank 
teller areas, can subconsciously and physically challenge someone from jumping 
over and breaching a secured area. Building an effective barrier without a jail-like 
appearance is a delicate balance. 

6. Continually update hardware and software. If a facility’s security 
requirements are not growing, then the security threat exposure is. An access con-
trol/security system must have the capability to be upgraded so the latest tools are 
available to security personnel such as vectored graphic floor plans, flow/access 
control, and advanced reporting. 

7. Request a security review. A review by a consultant can uncover weak-
nesses in a building’s overall access control and security that aren’t apparent to the 
facility’s security staff. Some manufacturers offer free consulting services to cus-
tomers or charge a fee that is refunded if the consultation results in a contract. 

8. Use subsystem gateways for remote locations. Remote locations 
such as storage buildings and parking lots can be secured in a cost-effective way 
with subsystem gateways, which use an IP network to extend a main facility’s secu-
rity systems to isolated areas without full-fledged equipment/personnel set-ups. 

9. Increase badge security. Increase badge usability by incorporating 
photos, different background colors for levels of security, and counterfeit-proof 
microprint authentication or radio frequency identification (RFID) technology 
that is embedded in the laminate coating or card stock itself.  

10. Add another security level to access control. If access is only 
through a magnetic stripe or proximity chip on an ID badge, then add readers that 
will also use PIN touch pads for an extra level of security in ultra-sensitive areas or 
during less usage times. Biometrics (using fingerprint, iris, or facial recognition) 
can be yet another level. n

Joe Hiett is a director at Matrix Systems in Dayton, OH. For more information, call 
800/562-8749.




